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* Vincent Smith joined Dun & Bradstreet in July 2022 as the
Senior Principal Product Manager for their fraud product
portfolio. He works with companies across the globe to
identify and build solutions to help reduce the effects of
business fraud on the business bottom line.

* Prior to D&B Vince spent over 17 years developing and
managing identity verification, fraud detection and watchlist
solutions at TransUnion.

* Vince has a master’s degree in Marketing from Roosevelt
University in Chicago, IL, and obtained his bachelor’s degree
in Business Administration from the University of St Francis in
Joliet, IL.

Vincent Smith
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Classitying B2B Fraud

Fraud Takes Many Shapes & Forms

First-Party Fraud Third-Party Fraud

First Payment
Default

Business
Identity Theft

Commercial
Bust-Out

Shell / Shelf

Account
Company

Takeover

Business
Misrepresentation

First Payment Default - An individual or
business opens a new account and never
makes a single payment on any debt owed

Commercial Bust-Out - Fraudster opens many
lines of credit and eventually abandons all
accounts after exceeding all the credit lines

Shell / Shelf Companies - Fictitious or
legitimate entities created for the sole
purpose of committing fraud

Business Misrepresentation - Material
malfeasance and misrepresentation either
through the fabrication, exaggeration or
omission of business data

Business Identity Theft - The perpetrator acts
as the business owner or representative of a
legitimate company

Account Takeover - Fraudster compromises
an existing account established by a
legitimate business




B2B Fraud Playbook
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B2B Fraud Playbook

Data and Services from
the Open, Deep, and
Dark Web are used to
commit and further
enable fraudulent
activities.

dunQbradstreet

VOIP —»

Virtual Office Locations—»
—

Social Media ——»

Websites —»
—_—

FULLZ ——

<+—— Suppliers/Vendors
<+— Business Aggregators
4—

<«—— Credit Enhancers

Company
Financials

D —

<«+—— Credit Card (s)



Size and Scope of
Business Fraud
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82 Evolution of Fraud Tactics and Schemes
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Business Start Date and Virtual Offices Are
Most Prevalent Misrepresented Data Elements

Virtual Start Date/Aged
Office/CMRA Corp

17.31% 24.07%

Employee
16.90% Sales Figure

8.02%

Operations
12.90%

Financial
Information
14.47%

Source: Dun & Bradstreet Fraud Risk Network. Figures 2009 to August 2023
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Top 10 States in the U.S.
With Confirmed Cases of

Business Identity Theft - -
OR
[®]

State 2022 Wy
FL 266

CA 129

X 111

GA 65

NY 56

IL 38

M 34

co 33

OH 32

PA 22
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Top 10 States in the U.S.
With Confirmed Cases of
Business Misrepresentation

State 2022
FL 419
X 281
GA 261
CA 238
IL 127
M 104
NY 83
co 58
OH 56
PA 40
dunQbradstreet
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Don’t always believe what you see on a business registry

Filing Dates: January 19, 2023, to March 23, 2023

Corp Type: Non-profits

Volume: 547 active registered business in a single US state

Who: 2 registered Agents

Suspicious Traits:

1. Leveraging large multi-national organizations business names

Using stolen and synthetic business and consumer identities for filings

Leveraging Virtual Offices, Commercial Mail Receiving Address (CMRA) and Registered Agent

W N

Overlapping filings
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& Business Registrations, Many to Choose from....

Filing State Count Filing State Count
FL 7.0 M IN 863K
X 3.6M OR 818K
NY 2.5M uT 788K
CA 2.3M VA 769K
GA 2.1M TN 757K
IL 1.9M Wi 712K
DE 1.5M MO 711K
MD 1.3M KY 668K
NV 1.2M CO 661K
NC 1.2M WA 650K
Ml ™ CT 617K
MN ™ OK 608K
MA 915K KS 494K
LA 910K IA 380K
OH 892K AR 369K

Top States for Business Identity Theft

Source: Dun & Bradstreet Data Cloud
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| AM THE BUSINESS CREDIT GOAT!!!

Nothing but BIG approvals for my clients!!! They're all
under my client’s business name. [ All you have to do
is get your business off the ground (get a EIN, LLC,
Duns, ect) and your business can literally fund itself

If you do not know anything about business credit my
company can help you!! Instead of using your own
money to fund your business!!! Within 60 days my
client got approved for a $30,000 Spark business card,
a $100,000 car loan, a $20,000 Amazon Business
Prime account and a AMEX with NO preset spending
limit

Who's wants to take their business to the next level?!?

Please inbox me for details!!!

Congratulations! You're Approved.

Minimum Payment Met

If you're applying for a gas card and it requires PG, fill
out everything on the app, but don’t hit submit! Close
out of the app. In a day or two, someone will either call
or email you to help you finish your application. Tell
them you do not want to PG. If your foundation is setup
correctly & your spend is high enough, they will bypass
the PG & process your app.

If they don't give you that option, something is wrong
with your foundation or you're not gonna spend
enough with them for them to justify waiving the PG.
Remember to always request more than you need! That
doesn’t mean you have to use it but the more a
company thinks you're gonna spend, the better chance
they are to approve you. Free game Sunday yall! You're
welcome! #Le ;
#buildingb

#foundationmat

e 27 5 comments

1.Come up with your Business Name

2 Where will your business be located - this will be your
address or use a virtual address

3.Apply for your LLC - if using your home address you can
be your own Registered Agent if using a Virtual address i
advise to hire a registered agent. www.i

4.Apply for your EIN - its free

5.Apply for your DUNS number- its free

6.Make a business logo

7.Get a business telephone number Local and Toll Free

8.Register your business number with 411

Ww .net

9.Get your business a simple 1 page website, unless you
need something with more pages.

10.Create a business email- something professional
yourname@yourdomain.com

11.Find your Naics - Sic Code ( you need this when opening
bank account)

12.0pen a Business Bank Account
13.Freeze your Personal Credit

14.Make Social Media accounts for your Business -
Facebook, Twitter, Instagram etc etc

15.Add your Business to Yelp
16.Establish Business presence with Google

17.Add your Business to Bing

A\ 18.Apply for an Amazon Business Account htt
amazn.t fiv Y




What B2B Fraud Looks Like
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Business Identity Theft: Unauthorized use or attempted use of
a business name and/or its identity data for illicit gain

cecec)

Find a
Target

Obtains
Business
identity via

breach, hack,

malware,
surfing, etc.

LN ) .)
Compromise Compromise
Business Credit
Registration Bureau

Manipulates
business
registration data
(changes
address and/or
phone
information)

Manipulates
credit bureau

data (including

contact data)

)

Go
Shopping

Obtains credit,
goods and/or
services under
compromised
businesses
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Get Stuck
With Bad
Debt

Financial
losses due to
stolen goods
and services

Ruins Brand
&
Reputation

Loss of future
business
opportunities



Business Email Compromise...
Here's how a fraudster can take advantage of your business by email

AN\

Phishing Emails Identify Takeover Payments
Vendors Instructions
Targets 'em.ployees |dentifies company Instructions to change Payments are sent $2.5
via phishing or vendors accounts for payment to fraudulent ML
malware . Billion
are sent from subject accounts

company email In Losses

Commercial in Confidence



Continued Rise of Business Email Compromise (BEC)

According to the 2022 FBI Internet Crime Report:

1.

Internet Crime Compliant Center (IC3) received over
21K complaints on Compromised Business Emails

Adjusted losses exceeding $2.5B

Started out as hacking or spooking of an email to
move money, has now transformed into the utilization of
custodial accounts for cryptocurrency exchanges or
having victims send funds to crypto platforms where the
money is then quicky dispersed

IC3 saw an increase in targeting investment accounts,
spoofing legitimate business phone numbers

ey

FEDERAL BUREAU of INVESTIGATION

Internet Crime Report




M)

Unauthorized filings at the
Secretary of State/company
registrar

Vendors looking for missed
reoccurring payments (BEC)

R  Signs That Business Identity Theft May Be Occurring

B o

Compromised professional Mailings indicating newly
license(s) opened and/or declined
accounts

& 2]

Bills/lawsuits/collection
notices

Law enforcement contact



What Are The Victims (Business Owners) Saying?

Someone used our
freight business to

We are receiving ) ship stglen Someone
credit cards in the My business merchandise and reactivated my
wraflhat e alidlnt registration was skipped on the freight business
apply for compromised, gnd my payment registration and
Someone opened a persor;al |der|1t|ty was Our business email gota loan
cell phone account also stolen was compromised
under our business and used to switch
name bank accounts

dunQbradstreet

Commercial in Confidence



om
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Filing Date Status
pLEgt Active /In Good Sanding

Renewal Due Date Iegatened Oifios Addness

143024 33 Washington Mecrise M, STE 500
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Flerida Profit Corporation
BRILLIAMCE FORMULATIONS, INC.

ng_Information

Document Number P14000020761
FEVEIN Number 48-5004043

Date Filed 03/06/2014
Effective Date 03/05/2014

State FL

Status ACTIVE

Last Event REINSTATEMENT
Event Date Filed 03/15/2023

Principal Address

T110 21st SHE
SARASOTA, FL 34243

Changed: 03/15/2023

M

T110 218t StE
SARASOTA, FL 34243

ng Address

Changed: 03/15/2023

Registered Agent Name & Address

GOLDRICK, VANESSA
7110 21st StE
SARASOTA, FL34243

Mame Changed: 03/15/2023

Address Changed: 03/15/2023
Officer/Director Detail
Name & Address

Title P
GOLDRICK, VANESSA

TI021st SIE
SARASOTA, FL 34243

Compromise Then Re-Locate

Entity Search Results

Currently 50 cntity arc displayed. If the cntity name you are scarching is not displayed please refine the search,

Seah

Entity Details

ENTITY NAME: BRI ANCE FORMULATIONS INC

FOREIGN LEGAL NAME: ERILLIANCE FORMULATIONS INC

ENTITY TYPE: FORLIGN DUSINLSS CORFORATION

SECTIONOF LAW: BUSINESS CORPORATION - 1304 BUSINESS CORFC
DATE OF INITIAL DOS FILING: 02/21/2023

Ga me; THE COR P>

The Poat Office addreas to which the Secretary of State shall mail a copy of any process against the corporation served upen the Secretary of State by perzonal delivery:

Frsty Tyma

THE COAPAK CORPANY, 140

THE CORPOAAL JOBLAH SAIZNCLD T
THE CORPOAMN, NC

THE CORPOAATE ADVE0RY SROLP LTD.

i

SCMEETIC CUBINESS OO N
SORDIEN MOT PO SROCT SORFCRATICN
SCMIETIC CUBINEES ©

5 CLUD OF MV VIR, N,
WOFILIN.

HE LOSROHATE ©
HE LOHROHATE ©

<Rddregs: 1441 BROADWAY, 5TH FLODR, 5T 5108, NEW YORK, NY UNITED STATES

Electronic Service of Process on the Secretary of State as agent: Not Permitted

DAVINCI

Virtual Office Solutions”™

Commercial in Confidence
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Why pa

thousands
for a shelf
company?

Minnesota Business Mama

McGill Compary
Busines:s Typs MM Statute
Businesz Corporation {Domestic) 3024
Fil= Number Home Jurisdiction
1517-AA Minnesota
Filing Date Status
03/20/1906 Active / InGood Standing
Renswal Dus Date Registered Office Address
12/31/2021 501 Park fwve
Mpils, MN
Uza
Registzred Agsnts] Principal Executive Office Address
[Optional) Currently No Agent 800 Lasalle dve
Suite 1640
Minneapolis, MM 55402
Uza
Chief Exacutive Officer
Yun'Twine Demetriz English
800 LaSalle Ave
Suite 1640
Minnzapalis, MM 55402
Usa
Comments
Se= actual file for additional informatian
Filing History Renewal History
Selact the item(s) you would like to order: =
(] Filing Date Filing Effective Date
[m] 03/20/1906 Crriginal Filing - Business Corporation (Domestich

03/20/1906 Business Corporation ([Domestic) Business Name
[Business Name: Cootey Lithographing and Printing CoJ

03/20/1906 Business Corporation ([Domestic) Business Name
(Buziness Name: Cootey-Blodgett Company)

03/20/1906 Business Corporation ([Domestic) Business Name
[Business Name: The Cootey Company)

estic] Business Name
ograhp Company)

03/2011 906 Business Corporation (Do
(Business Name: McGill Li

03/20/1906 Business Corporation ([Domestic) Business Name
(Business Name: McGill Company)

11/12/1991 Administrative Dissolution - Business Corporation (Domestic)

[m] 4/6/2020 Annuzl Reinstatement - Business Corporation (Domestic]

Commercial i) curnuciive
Public



W] Signs of Business Misrepresentation

5 -t

Misrepresented or unable to Lack of professional licensing,

corroborate business data, legitimacy Unprofessional verbiage/tone
information in email communications
Looking for the quick sale, Accounts may tend to go into “Ghosted”

over eagerness, timing the “red” sooner than later




Business Credit Hacks
Best Cards To Funding

L]
SAMSCLE ~
CREDIT "=

-

How to get APPROVED for Sam's Club BUSINESS CREDIT HACKS 2022 | BUSINESS 5 Hacks To Get Business Credit With Low
Business Cradit Master Card| Business c... CREDIT SECRETS 2022 | BES_ Credit Scores! Business Funding Approv...
2 a 22 viw: na e =}

YouTuby W

THE NAV
BUSINESS CREDIT
HACK

WITH THESE

ésnps |

The Ultimate Credit Card Hacking Guide Secret Hack! Mo Hard Credit Check! 3 Tips To Hack Your Credit Score To Nearly Navy Federal 510,000 Hack | Credit card hack
Automatic Capital Ome Credit Card Upgra... BOO FAST for bad credit

T26.5K viaws - & manths sao ]

YauTubia « Brt

€ NAVY FEDERAL

EXPOSING Credit Card Hacks Mobody Tells % Increase Your Credit Score By 100 points Best Bank of America business auto loan Mavy Federal Credit Card Hack: $50,000 Get
¥OU | Jack McColl In 2 weeks With This Credit Hack! hack#businesscredit #2022 #hest High Credit Limits Instantly In 2023/

b 2,

Crd

185l 1
Fast busineas credit building hack Business Credit Hacks Pr.2 Mavy Federal Credit Pledge Loan Hack Credit inguiry Deletion Hack: Boost Your
520,600 Instant Credit Line | Credit Booa_. Credit Score by 53 Points!

SRwews - 11 months aga 320
YouTube -




] Shelf/Super Corps

e 7 Funding Capaci
Company name & siogzn New Mexico $500.000
{1 ReUIT!EA'lA ROUTE A1A LLC Dzt Files: Credic Score: 561,499
e T 05/01/2014

&0 e,

its: e 4¥Bivs
enefits: i v
8.9 year(s)

Sta

Funding Capacity:

Company name & siogan Hawaii BT Frice:

. o]
1 o Q U I C ke r t h a n fl I I n g n eW GREAT WHITE HOLDINGS  GREAT WHITE HOLDINGS INC bkl Cradn Szors: i $59,499
Wel = 06/19/2011 80 PAYDEX

2 in45 DAYS

greatwhiteholdings supercorps.org age

2. Credibility (2-5yr)

Stats: G
Funding Capacity:
Company name & slogan Hawail e
ampany name & siogan walt 5575,000 i
Additional fea

3. Paperwork/Meeting Minutes (R Baby Blue 5o | s

babybluesolutions. supercorps.org 2= IN45 ?AYS
Corporate Lash Cradt

11.77 year(s)

State: =
N Funding Capa )
Company name & siogan Hawaii e i Brice
frencuies recrmotocies HERCULES TECHNOLOGIES INC Dt Filesk e ten
. Website JENIA 80 PAYDEX "'
% herculestechnologies.supercorps.org Age m 45 DAYS
- ¢ | et Conporalt Cash Create
L tl t f Shelf Cc i 3 '
argest Inventory of Shelf Companies. &,
\ Compemy nams & siogan Hawaii — Prine
Over 3200 Aged Shelf Corporations . W Diamond DIAMOND SYSTEMS INC I e Additional feat -
and LLC’s For Sale in about 25 states Wzbsins 06/11/2014 —
diamondsystems supercorps.org Age: N4 viPsEAst e
Coipaeass Dash Crath
8.78 yearls) —
BROWSE ALL COMPANIES HOW IT WORKS
¥ Ste, Funding Capaciny:
Company name & slogan Hawaii e S Erice
B BOODY PRIZE BOODYPRIZEINC PRk Cragiseors 550,249
T - i Bvs =3
Conporam Cah Cradst
810 year(s)

Funding Capacity:

Company name & slogan 5o 000 Frice
" YELLOW SUN INC Date Fika:
Yellow Sun ity Credis 545,999
yellowsun supercorps.org fge 45 DAYS

Cosanratn Cash Credit




UNIVERSITY
Example: Fraudulent OF MIAMI

1507 Levasts Arevus fion 305

e A PURCHASE ORDER NUMBER
Phone: (305 F50- WAL P B55-408- 1147 FTW-622028
VB Tan 16 - 59 DELMSE
urchase order A naow
i FLEASE SHVW THE ABCVE NUMBER
D BRAER: D0-414-401% (4 ALL DOCUMENTS AND
CONTAINERS
I550ED Tay;
DELIVER To
Recerang & Seones mt
ATTH: sl £10
a AR DO DR AT,
WALLE K L4 RS89
rn
INvOKE Tox
ACCOUNT PAYABLE
Uniiversity of Mismi
.0 Box 245106
Coral Gables, FL 13124-2818
FLEARE DELIVER THEMATERAAL O SERVICES LISTEIN BELEW. AT FRCES CACTED (0 A3 e ngEmeandy, o
PROVIIHD UNDER OUR AGREESIENT SNUMBER LT
FOLB. [ pesmmoaunmoy [ FeEsHT slLowED R LD B
[ starrms mon [ messm anban Shannan Hartman
LTIy [EsrmirTioe CATALE & Lol il
15 |beR E26A - oyan - original - Laseriet - ones cartridpe CFELLA CHIELL Sa811
15 P EDEA, - magents - Drgingl - Lieviet - toner canndge |CFI138) CFILas S46811 ST.0TLES
° Residential address in CA used 15 [P RETA - yelow - ceiginal - Laserlet - nwser enriridge ICFI02Y CFaIa sam e 56,493.80
. . . . WP EITA ritd - grignal - Lineriet - ioner cartridge [CFB0A4) £F303 LE LR ¥ 56,491 B0
delivery point for The University of = o =
M . ,? 150 W Dements Portable WOBUTSO010BEE « kard drive - 1 TH - USB LD WOAUPGIOBRREL-WES 45590 S8 las00
N 150 | WE Ry Passpors WORGEROIMRAR - hard deive - ITH . USE 10 wakssoensar with] P $12.96850
* A new domain of miamiedu.org
sirhdi L4734 40
was created to represent The ORDER PLACED BY: ____ Sutan 8 Montas S
Sales Tax
. . . . 53.130.48
: o D04BEIE L
University of Miami GO AT —_— =
DaTE OF ORDER: Def21f2018

LEss DISCOUNT

ToTaL $50,463 85



Altered business “proofs of right”

DATE DOCUMENT ID DESCRIPTION FiLibs EXPED CERT
O4AB201T 202015706296 DOMESTIC FOR PROFIT CORF - ARTICLES 56.00 0.00 .00
ARF)

Receipt
This is not a bill. Please do not rexmit par

STATE OF OHIO
CERTIFICATE

Ohio Secretary of State, Frank LaRose
4506876

It is hereby certified that the Secretary of State of Ohio has custody of the business records

for
CHAMPIONS ACADEMY OF ARTS
Document(s) and, that said business records show the filing and recording of: Document Nofa):
DOMESTIC FOR PROFIT CORP - ARTICLES 202019706296

Effective Date:  04/152017

Witness my hand and the seal of
the Secretary of State at Columbus, Ohio
this 15th day of April, A.D. 2017.

United States of America =g =

State of Ohio L )
Office of the Secretary of State Ohio Secretary of State

Commercial in Confidence



D&B Solutions to Combat
B2B Fraud
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The Evolving Threat
of B2B Fraud

In today’s business environment, protecting your
company requires a holistic approach to
evaluating risk. Fraud is a growing concern for
many organizations, and costs are high.

With the evolving and increasingly sophisticated
fraud tactics, proper due diligence requires an
adaptive, data-driven, and multidimensional
approach to stay steps ahead of fraudsters.

Commercial in Confidence

46% 72%

of companies report of companies say identifying
experiencing fraud or economic fraud is challenging with
crime in the last 2 years' current capabilities?

29% 67%

of companies report their of companies believe
customers are the primary risk data is critical to
perpetrators’ identifying fraud?

" Source: PWC - Global Economic Crime and Fraud Survey 2022
2 Source: Dun & Bradstreet - Change The Culture Of Risk Management To Increase Business Resilience


https://www.pwc.com/gx/en/forensics/gecsm-2022/PwC-Global-Economic-Crime-and-Fraud-Survey-2022.pdf
https://www.dnb.com/perspectives/finance-credit-risk/risk-data-management-culture-survey.html

s D&B Fraud Risk Solutions

dunQ bradstreet Q -
D) oz
y/ ;{)),)I

DB Fraud Risk Network D&B Fraud Risk Insights

v v v v v

Searchable Investiaative Services Fraud Risk Fraud Risk Business
Network Database 9 Signals Models Verification

Suspicious & Known Company & Principal Verification

@ Risk Alerts @® Certified Fraud Examiners [ Fraudulent Data Signals @ Identity Theft Model w/ Confidence Code
SUSP'C'°U§ EUS'”QSS o . ® Digital & Device Risk ) ® Match Data Profiles
Characteristics Investigation Findings Signals Business

& Insights i Misrepresentation Model
® Special Event Comments ° [ ] Anomalous Behawors and P ® Data Discrepancies
Velocity Usage Signals

@ Investigation Notes Combination of Open, Signal, ° D.&B Fraud Risk Network @ First Payment Default Model ~ @ Dun & Bradstreet Data Cloud

and Human Data Sources Signals

Commercial in Confidence




D&B Fraud Risk Assessments

D&B Fraud Risk Insights leverages proprietary machine learning algorithms to .- . . .

bi ltitude of fraud si Isi hensive fraud risk Multidimensional machine learning
combine a multitude of fraud signals into a comprehensive fraud ris eckls een el (3nesin sk sssedice
assessment on US businesses. with three common business fraud types

The fraud risk assessments add a layer of actionable intelligence to help you
safeguard your organization against potential fraudsters without slowing
down the approval process. Business Identity Theft
% A perpetrator acting as the business
owner or representative of a legitimate
Scores exceeding the high-risk thresholds company

are flagged as high risk and accompanied
by up to three reason codes

Numerical Scores with configurable
high-risk thresholds for each fraud
type represent the probability that a
business transaction is fraudulent

® é é Business Misrepresentation
BUSINESS FRAUD HIGH RISK FRAUD RISK i OVERALL — Material malfeasance and
FRAUD TYPES SCORE THRESHOLD  ASSESSMENT  :  RISK ASSESSMENT A~ . . L
: misrepresentation through fabrication,
Business Identity Theft 0.95 0.70 » High » exaggeration, or omission of information
37849: Business is identified as a shell company or holding company .
37856: Email address has free or disposable domain H IG H Rl S K
. . ) ] High risk identified by First Payment Default
Business Misrepresentation ~ 0.50 0.70 » Medium to Low business identity theft . . .
machine learning model @\ An individual or a business opening a
First Payment Default 0.01 0.037 »  Medium to Low [ ] ® new accountand never making a single
; payment on any debt owed

The three assessments for Business Identity Theft,
Business Misrepresentation, and First Payment Default are
evaluated to provide an overall fraud risk assessment

Commercial in Confidence
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o Operating & Financial Status
o Legal Events & Criminal Proceedings

D&B Fraud Risk Signals

D&B Fraud Risk Insights provides over 60 fraud risk
signals that can be used to pinpoint suspicious
information and known fraudulent activity, protecting
your bottom line and business reputation.

o D-U-N-S Match Score & Confidence Code .@
o Input & D&B Business Data Discrepancies
o Address, Phone & Email Validation

o Firmographics Analyses Verification
o D&B Business File Data

Business Identity

Fraud risk signals enhance your due diligence
process by giving you the evidence to back up your
decisions and deeper insight on those flagged as
high risk that require further review.

—_
Z
l ‘\\\ o Device Intelligence - Device Fingerprinting, IP
/, /{})/ / Verification And Location, & Botnet Activity
Detection
Digital o Email Intelligence - Age, Domain, Mailbox Issues,

ity Ri Popularity, & Veloci
Identity Risk opularity, & Velocity

o Phone Intelligence - Reputation, Velocity Usage,
Fraud Traffic Pattern & Jailbreak Status

Fraud Risk

Signals

Business Status

o Open Financial Embarrassment, Claims, & & Events

Debarments

o Velocity Identity Usage
o Anomalous Behavior @

o Suspicious Business Characteristics
D&B Fraud Risk o High Risk Addresses & Phone Numbers

o Certified Fraud Examiner (CFE) Investigative Special
Event Comments & Notes

o High Risk Alerts
o Suspicious & Known Fraudulent Data

Network

Commercial in Confidence
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DB Fraud Risk Network

Fraud Professionals Working Together '
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D&B Fraud Risk Network

The D&B Fraud Risk Network is a research-as-a-service tool that assists
customers in researching, reporting, and investigating suspicious and
potentially fraudulent business activities.

Fraud Case D&B Fraud Risk Network
Contributions

Dun & Bradstreet 200K+

|dentified Cases _ _
Businesses Investigated

Member-Reported
TR 650K+
High Risk Alerts

D&B Fraud Risk

Insights Cases Stringent Privacy

& Data Governance

Commercial in Confidence

(81 | SHARE

- Share unique case specifics to Dun & Bradstreet
investigators and/or members

- Share aggregate insight on trends and methods
being used

(2 SEARCH

- Search the secure, online portal for reported &
confirmed high-risk business entities in the United
States, Canada, United Kingdom, and Ireland

- Search attributes with informational value related
to high-risk & fraud

- Powerful search capability enables participants to
search against previous entries from both fellow
members and Dun & Bradstreet

(1] | SUBMIT

- Submit new suspicious cases for investigation by
Dun & Bradstreet's Certified Fraud Examiners and
receive investigation findings and insights



82 CASE STUDY
Suspicious Transaction Uncovers $51M Fraud Exposure

Customer Challenge Dun & Bradstreet Solution & Results

A global credit insurance provider submitted a tip In working with this client, the team was able to identify $32M in exposure
for an entity in the VOIP telecom space. and successfully mitigate $30M before claims could be filed.

Upon investigation, Dun & Bradstreet's Certified Not only was the team able to help protect this client, but they also

Fraud Examiner team identified several anomalies, uncovered a second client with another $19M in exposure through these
including high credit references, financial statement confirmed entities.

irregularities, and suspicious contact information.

The single tip led the team to identify 19 related
entities operating in the criminal enterprise ring.
These entities were confirmed as Identity Theft
Victims or High-Risk Misrepresentation.

.......... $32 M

Exposure identified for the
client that submitted the tip for
investigation

Suspicious business characteristics included:

$51M

in Exposure

o Compromised business registrations

o Stolen or synthetic identities for CPA on financial
statements

o No FCC licenses
Falsified phone, address, and/or principal information
o Virtual office locations unable to be verified

Commercial in Confidence



CASE STUDY

$240K Identified in Incremental Revenue Opportunity

S

Company Customer Challenge

*  Large Payment Processing Company The customer was leveraging a competitor's fraud mitigation solution that was flagging

- Predominantly Online Application Processing ~55% of applications as potentially fraudulent.

The customer believed most of the flagged applications to be false positives and feared

*  Business Fuel Credit Cards ) o i o R
they may be losing revenue opportunities as a result of these misclassified applications.

Dun & Bradstreet Solution & Results

The customer was seeking a fraud solution to confirm
or refute these applications flagged as potential fraud.

Dun & Bradstreet evaluated the 178 applications

g i
flagged by the competitor with the Identity Theft,
Business Misrepresentation, and First Payment Default 5 5 O/
fraud models: o GhStomeean

potentially realize
67% $240,000 in new
account revenue
from misclassified
applications.

o Fraud models confirmed 33% of applications as
potential high-risks for fraud

Competitor Flagged
as Potential Fraud

o 10 high-risk and 4 low-risk applications were
selected for full investigation by D&B Certified Fraud
Examiners to validate and confirm results

o Fraud models and D&B Certified Fraud Examiner
investigations identified 67% of the applications as
low-risk

Note: Based on 2-3 weeks sampling of customer’s inquiries

Commercial in Confidence



The Dun & Bradstreet Difference

D&B Fraud Risk Insights is built on a strong foundation of Dun & Bradstreet data and evaluates business
fraud with a multidimensional and interconnected approach

DEEP COVERAGE

Largest database of proprietary
business data, including over 500
million companies, globally

Real time business data updates

D&B FRAUD RISK NETWORK

200,000+ businesses investigated
by D&B Certified Fraud Examiners

650,000+ High Risk Alerts,

Special Comments, Suspicious
Business Characteristics & Examiner
Reports from D&B Certified Fraud
Examiners

BUSINESS IDENTITY
VERIFICATION

Proprietary D-U-N-S identity resolution
algorithm
Industry-recognized leader for KYC and

KYB data by analyst firms Outsell and
Chartis

FRAUD MODELS &
RISK SIGNALS

High-performing, machine learning
Identity Theft, Business Misrepresentation
and First Payment Default models

Over 60 fraud risk signals of suspicious and
known fraud, abnormal identity behavior,
velocity usage, device anomalies and
more!

Commercial in Confidence

SUPERIOR DATA

Broadest combination of data on public
and private, small, medium and
enterprise businesses with stringent data
governance for quality, depth & breadth

Industry-recognized leader for trade
credit and small business credit data by
analyst firms Outsell and Chartis

BUSINESS FRAUD-FOCUSED

Primary focus and extensive experience
in commercial and business fraud

D-U-N-S recommended or required by
240+ commercial, trade and government
organizations globally
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Thank you

Vincent Smith
Senior Principal Product Manager

smithvi@dnb.com
708.981.4374
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