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Andrew J. La Marca, CFE, CAMS, has over 13 years of 
experience as an anti-fraud professional with stops at Capital 
One, Ally Financial, and his current employer, Dun & Bradstreet.  
At Dun & Bradstreet, he is the Sr. Director, Fraud, Compliance, 
ESG, and our Public Records/Intelligence Operation Teams. 
Two of his teams are tasked in helping clients detect and 
mitigate fraud risk and adhere to any compliance and 
regulatory risk.  Andrew is extremely passionate about his 
profession and loves discussing challenges and identifying 
ways to improve fraud detection and mitigate against business 
identity theft.

Andrew graduated from The Pennsylvania State University with 
a degree in Crime, Law and Justice in 2009, and obtained his 
CFE in 2014 and CAMS in 2018.

Andrew also serves as President for the Lehigh Valley ACFE 
Chapter. 

About ME
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Data Change is Constant. 
Keeping up is more difficult now more than ever

6,254
Address changes

259
CEO/Owner
changes

467
Businesses will have a suit, 
lien, or judgment filed 
against them

3,008
New businesses will open
their doors

110
Phone numbers 
will change or 
be disconnected

286
Companies will
change their 
name

9
Businesses will
file bankruptcy

2% of business 
names will 
change

1% of telephone 
numbers 
will change

1% of CEOs 
will change

IN THE NEXT BUSINESS HOUR… IN THE NEXT YEAR…

Figures are for United States based on 8-hour business workday.  Data as of Year End 2021
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D&B Fraud Research Indicates Business Identity Theft as the 
most prevalent type of Business Fraud

Source: Dun & Bradstreet Fraud Research Studies. Figures through August 2023 

83%

73%

59%

59%

54%

3%

2%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Business identity theft

Business misrepresentation

First payment default

Synthetic identities

Consumer identity theft

Not sure/don't know

Other
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We Want to Hear From You!

Scan this QR code to complete a 
quick 5-minute survey
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Classifying B2B Malfeasance
Fraud Takes Many Shapes & Forms

Third-Party FraudFirst-Party Fraud

1

2

3

4

1

2

First Payment Default – An individual or business opens 
a new account and never makes a single payment on 
any debt owed

Commercial Bust-Out – Fraudster opens many 
lines of credit and eventually abandons all accounts after 
exceeding all the credit lines

Shell / Shelf Companies – Fictitious or legitimate entities 
created for the sole purpose of committing fraud

Business Misrepresentation – Material 
malfeasance and misrepresentation either through the 
fabrication, exaggeration or omission of business data

Business Identity Theft – The perpetrator acts 
as the business owner or representative of a legitimate 
company

Account Takeover – Fraudster compromises an existing 
account established by a legitimate business

Business 
Identity Theft

Account 
Takeover

Commercial 
Bust-Out

Shell / Shelf 
Company

Business 
Misrepresentation

First Payment 
Default

Business Email 
Compromise

Synthetic Entities 3

4

Business Email Compromise– When the bad actor 
represents themselves as an employee and re-directs 
current suppliers or vendors of new bank account 
details. Payments from vendors or suppliers are then 
deposited into the bad actor's account

Synthetic Entities–  The blending of real identifying 
information from a business AND/OR its officers 
AND/OR other fictitious (manufactured or 
altered/manipulated) information to create a business 
entity or impersonate an existing business entity
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B2B Fraud Playbook
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B2B Fraud Playbook Suppliers/Vendors

Business Aggregators
Business Registries

Company
Financials

Forums

Credit Card(s)
FULLZ

VOIP
Virtual Office Locations

Website
Social Media

Internal Docs

Data and Services from 
the Open, Deep, and 
Dark Web are used to 

commit and further 
enable fraudulent 

activities. 

Credit EnhancersPeople Search
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Understand the Size and Scope 
of First Party/Third Party Fraud
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First Party Fraud vs. Third Party Fraud

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

2015 2016 2017 2018 2019 2020 2021 2022 2023

2804 2716 3383

2097

2051

1588

2132

2482 2497

369 418 473

597

1230

4356

2571

1291 1353

Misrepresentation Identity Theft
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Growing Threat of Synthetic Entities

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

2015 2016 2017 2018 2019 2020 2021 2022 2023

27
87

357

473

804 828

600

412

982
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Where do these Synthetics call home?

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

47 42
126 133

70 78 5623
84

310

431

677 693

530

334

931

2015 2016 2017 2018 2019 2020 2021 2022 2023

United States

United Kingdom

Ireland

Canada
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Where do these Synthetics call home?

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 



Commercial in Confidence

16

State 2022 2023 *

FL 266 286

CA 129 138

TX 111 119

GA 65 94

NY 56 85

PA 22 68

OH 32 44

IL 38 40

MI 34 36

CO 33 28

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

Top 10 States in the U.S. 
With Confirmed Cases of 
Business Identity Theft 



Commercial in Confidence

17
Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

Top 10 States - Trending
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Filing State Count

FL 7.1 M

TX 3.6M

NY 2.5M

CA 2.3M

GA 2.1M

IL 1.9M

DE 1.5M

MD 1.3M

NV 1.2M

NC 1.2M

MI 1M

MN 1M

MA 915K

LA 910K

OH 892K

Pick a business registration, any registration…

Filing State Count

IN 863K

OR 818K

UT 788K

VA 769K

TN 757K

WI 712K

MO 711K

KY 668K

CO 661K

WA 650K

CT 617K

OK 608K

KS 494K

IA 380K

AR 369K

Source: Dun & Bradstreet Data Cloud

Top States for Business Identity Theft
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Propensity of 
Business 
Identity Theft in 
North America

Source: Dun & Bradstreet Fraud Risk Network. 



Commercial in Confidence

20

Propensity of Business Identity Theft in UK/I

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 
Source: Dun & Bradstreet Fraud Risk Network. 
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YOY Business Identity Theft Trending

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

EOY 23 
Projection:
1804 (40%)
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Additional Data Behind The Victims

2015 2016 2017 2018 2019 2020 2021 2022 2023

Business Identity Theft/Impersonation Victim - Active Business  IP Address/Device ID used in other High Risk transactions

Commercial Address Misrepresented Email Address/Domain

Residential Address Business Identity Theft/Impersonation Victim - Inactive Business

Commercial Mail Receiving Address Unable to confirm active operations

Altered/Forged Documentation Disconnected telephone number(s)

Virtual Office/CMRA Location Virtual Phone Number

High Inquiry Rate Misrepresented Number of Employees

Misrepresented Line of Business/Type of Operations Misrepresented Start Date

Shelf Company

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 
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Top 10 States in the U.S. 
With Confirmed Cases of 
Business Misrepresentation 

State 2022 2023 *

CA 238 511

FL 419 330

GA 261 231

TX 281 197

NY 83 102

IL 127 82

PA 40 78

CO 58 73

OH 56 61

MI 104 60

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 
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YOY Business Misrepresentation Trending

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 

2015 2016 2017 2018 2019 2020 2021 2022 2023

938 920
669

382 387

1235

387 380 367

2225 2213

3185

2312

2888

4278

4275

3362 3461

United States

United Kingdom

Ireland

Canada



Commercial in Confidence

25

Additional Data Behind First Party Fraudsters

2015 2016 2017 2018 2019 2020 2021 2022 2023

 Fictitious Business  IP Address/Device ID used in other High Risk transactions
Associated to High Risk Misrepresented Financial Information
Misrepresented Line of Business/Type of Operations Client of Credit Coach
Residential Address Misrepresented Number of Employees
High Risk Principal Misrepresented Start Date
Misrepresented Annual Sales Figure for the Business Commercial Address
Virtual Office/CMRA Location Virtual Phone Number
High Inquiry Rate Altered/Forged Documentation
Commercial Mail Receiving Address Credit Coach
Unable to confirm active operations Business License/Tax
Misrepresented Email Address/Domain Criminal Proceedings
Friends/Family Trade Shelf Company
Bust Out First Payment Default
Invalid Address Disconnected telephone number(s)
Adverse News Domain Registration
Missing FBN/DBA Professional license

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 
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2015

2016

2017

2018

20192020

2021

2022

2023

Start Date/Aged Corp Sales Figure Email/Domain Financial Information Operations Employee Virtual Office/CMRA

Most Prevalent 
Data Elements 
Associated with 
Misrepresentation

Source: Dun & Bradstreet Fraud Risk Network. Figures through Q3 2023 
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Filing Dates: January 19, 2023, to March 23, 2023

Corp Type: Non-profits 

Volume: 547 active registered business in a single US state

Who: 2 registered Agents

Suspicious Traits: 

1. Large Multi-National Organizations Names are being leveraged 

2. Identities of the filers (Possible Synthetic/Stolen/Previous malfeasance)

3. 4 unique addresses (some addresses were typos)

● 2 Virtual Offices

● 1 Commercial Mail Receiving Address (CMRA)

● 1 Registered Agent

4. Overlapping filings

Don’t always believe what you see on a business registry
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Social Media Is Used As a Playbook for Business Malfeasance
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Diving Deep Into 
Business Identity Theft
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We are receiving 
credit cards in the 
mail that we didn’t 

apply for

Our business email 
was compromised 
and used to switch 

bank accounts
My business 

registration was 
compromised, and my 
personal identity was 

also stolen
A bad actor 

opened a cell 
phone account 

under our business 
name

I purchased an aged 
business for $10K that 

turned out to be a 
stolen business

Someone 
reactivated my 

business 
registration and 

got a loan

What Are The Victims (Business Owners) Saying?
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Business Identity Theft
Unauthorized use or attempted use of a business name and/or its 
identity data for illicit gain 

Find a 
Target

The identity 
of a business 
is obtained 
via breach, 

hack, 
malware, 
shoulder 

surfing, etc.

Compromise 
Business 

Registration
The “actor” 

updates  
business 

registration data
(changes 

address and/or 
phone 

information).

Compromise 
Credit 
Bureau

The “actor” 
attempts to 
manipulate 

credit bureau 
data (including 
contact data).

Go 
Shopping!
Actor obtains 

credit/goods/se
rvices under 

compromised 
business 
identity.

Get Stuck 
With Bad 

Debt
Debt is then 

left under 
your 

business’s 
name.

Ruin Your 
Brand 

Reputation 
Some vendors 

or suppliers 
may not want 

to do business 
with you or 
the subject 

business
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Business Email Compromise…
Here’s how a fraudster can take advantage of your business by email

Bad Actor will target 
employees via 

phishing or 
malware.

Actor(s) now identify 
vendors the subject 
company deals with

Instructions to change 
accounts for payment 
are sent from subject 

company email

Payments are sent 
to fraudulent 

accounts

Phishing Emails Identify Vendors Instructions Payments Impact

$2.5 
Billion
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Signs That Business Identity Theft May Be Occurring

Unauthorized filings at the 
Secretary of State/company 
registrar

Mailings indicating newly 
opened and/or declined 
accounts

Vendors looking for missed 
reoccurring payments (BEC)

Law enforcement contactBills/lawsuits/collection 
notices

Compromised professional 
license(s)
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Corporate Compromise for PPP loan fraud

New Officer

Reinstatement

$350,000 - 1 million PPP Loan (June 2020) 

New 
Address
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Compromised Business Registrations

9-Year gap6-Year gapNo gap

And a name 
change
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Compromised Business Registrations
5-year gapNo gap 6-year gap 9-year gap3-year gap
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Compromise Then Re-Locate
7-Year gap
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Why pay 
thousands  
for a shelf 
company?
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Compromise then go external
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Network Detection – Use Case

IP Address

Device
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Altered business “proofs of right”
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Example: Fraudulent 
purchase order 

A residential address in CA as the 
delivery point for The University of 
Miami?

A domain of miamiedu.org was also 
created for this attempt
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A BIT ON MISREPRESENTATION
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Signs of Business Misrepresentation

Misrepresented or unable to 
corroborate business 
information

Unprofessional verbiage/tone 
in email communications

Looking for the quick sale, 
over eagerness, timing

“Ghosted”Accounts may tend to go into 
the “red” sooner than later

Lack of professional licensing, 
data, legitimacy
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Shelf/Super Corps

Benefits:

1. Quicker than filing new

2. Credibility (2-5yr)

3. Paperwork/Meeting Minutes
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Poll: Shelf or Compromise?
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Poll: What happened with this one?
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CONCEPTS ON HOW 
TO COMBAT
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Fraud Signals

DATA

Fraud AnalyticsIndividual/Business Verification 
and Validation

Digital Intelligence Consortiums/Networks 

Tools That Can Be Deployed to Mitigate B2B Fraud 
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CLOSING THOUGHTS
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Andrew J. La Marca   

lamarcaa@dnb.com

Thank You

PUBLIC

mailto:lamarcaa@dnb.com
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